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INTRODUCTION
³'DWDLVWKHSROOXWLRQSUREOHPRIWKHLQIRUPDWLRQDJHDQGSURWHFWLQJSULYDF\LV
WKHHQYLURQPHQWDOFKDOOHQJH´%UXFH6FKQHLHU1

Growing concerns about data protection have forced governments to act.2
Both individual and organizational concerns for personal data protection stem
from the various cyber-attacks, data manipulation, malware, everyday hackers,
and the like.3 ,QDQHIIRUWWRSURWHFWFLWL]HQVSHUVRQDOLQIRUPDWLRQ³>S@ULYDF\ODZV
are changing to address the real and perceived risk of harm resulting from the
under- RUXQUHJXODWHGGDWD´LQGXVWU\4 For the first time, data protection laws are
³VWDUWLQJWRFDWFKXSZLWKWKHH[WHQWRISHUVRQDOLQIRUPDWLRQEHLQJWUDQVPLWWHG´
and organizations are finding it hard and costly to comply.5 The European Union
³(8´ WRRNWKHOHDGLQWKHHIIRUWWRSURWHFWDQLQGLYLGXDO¶VSHUVRQDOGDWDZKHQ
LWLPSOHPHQWHGWKH*HQHUDO'DWD3URWHFWLRQ5HJXODWLRQ ³*'35´ 
The European Union Charter of Fundamental Rights states that every EU
citizen has the right to the protection of their personal data concerning him or
her.6 ,QRUGHUWRHQIRUFHWKLVULJKWWKH(XURSHDQ&RPPLVVLRQ ³(&´ DGRSWHGWKH
'DWD 3URWHFWLRQ 5HJXODWLRQ ³'35´  WKDW DLPHG WR SURWHFW LQGLYLGXDOV ZLWK
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1
Bruce Schneier is an internationally renowned security technologist, called a
³security guru´ by THE ECONOMIST. About Bruce Schneier, SCHNEIER ON SECURITY,
https://www.schneier.com/blog/about/ (last visited Mar. 6, 2020); BRUCE SCHNEIER,
DATA AND GOLIATH: THE HIDDEN BATTLES TO COLLECT YOUR DATA AND CONTROL
YOUR WORLD 238 (2015).
2
Carole Piovesan, How Privacy Laws are Changing to Protect Personal Information, FORBES (Apr. 5, 2019, 8:58 PM), https://www.forbes.com/sites/cognitiveworld/2019/04/05/how-privacy-laws-are-changing-to-protect-personal-information/#1b754d51753d; Devon Milkovich, 15 Alarming Cyber Security Facts and
Stats, CYBINT (Sept. 23, 2019), https://www.cybintsolutions.com/cyber-securityfacts-stats/.
3
See Milkovich, supra note 2.
4
Piovesan, supra note 2.
5
Tara Seals, GDPR: True Cost of Compliance Far Less Than Non–Compliance,
INFOSECURITY (Dec. 12, 2017), https://www.infosecurity-magazine.com/news/gdpr
-true-cost-of-compliance/.
6
Charter of Fundamental Rights of the European Union, art. 8, 2012 O.J. (C
326/02) 397 [hereinafter Charter of Rights].
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regard to the processing of personal data and the free movement of such data.7
The EC recognized that vast technological advances significantly altered the way
personal data was collected around the world.8 ,WZDQWHGWRWDNH³DQHVVHQWLDO
step to strengtheQLQGLYLGXDOV¶IXQGDPHQWDOULJKWVLQWKHGLJLWDODJHDQGIDFLOLWDWH
business by clarifying rules for companies and public bodies in the digital single
PDUNHW´9 To achieve this goal, in 2016, the European Union adopted the GDPR
ZKLFKDLPVWRSURWHFW³QDWXral persons with regard to the processing of personal
GDWDDQGWKH«IUHHPRYHPHQWRISHUVRQDOGDWD´10 The GDPR took effect on May
25, 2018, enforceable in all EU member states and effectively repealing Directive
95/46/EC.11
Unlike its predecessor, the GDPR covers a comprehensive body of data protection regulations such as: additional data subject rights, broader territorial
scope, additional obligations and liabilities, and higher regulatory and administrative fines for violators.12 The GDPR offers extensive additions to the protection of personal data which allow for more organizations to be carefully regulated
under the new data privacy rules.13 Although the GDPR is grounded in EU law,
LWV¶VFRSHH[SDQGVWRWKH8QLWHG6WDWHVDQGRWKHURXWVLGHFRXQWULHV14 Article 3 of
WKH*'35GHILQHVWKHODZ¶VWHUULWRULDOVFRSHDQGPDNHVFOHDUWKDWWKHODZUHJX
lates companies inside and outside EU that track the data of EU residents.15
This note will discuss data protection laws in the EU and in the United States
and how they relate to the gaming industry. This discussion aims to assist gaming
companies in understanding and comparing the relevant provisions of the GDPR
and U.S. data protection laws such as, the California Consumer Protection Act
(CCPA) and Nevada Data Protection Laws,16 to ensure compliance with all
Directive 95/46/EC, of the European Parliament and of the Council of 24 October 1995 on the Protection of Individuals with Regard to the Processing of Personal
Data and on the Free Movement of Such Data, 1995 O.J. (L 281) 31±32 [hereinafter
Directive].
8
Data Protection in the EU, EUR. COMM¶N, https://ec.europa.eu/info/law/lawtopic/data-protection/data-protection-eu_en (last visited Mar. 6, 2020) [hereinafter
Guide].
9
Id.
10
Regulation 2016/679, of the European Parliament and of the Council of 27 April
2016 on the Protection of Natural Persons with Regard to the Processing of Personal
Data and the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 1, 3 (EU) [hereinafter the
GDPR].
11
Guide, supra note 8.
12
Fieldfisher LLP, General Data Protection Regulation (GDPR), LEXISPSL,
https://advance.lexis.com/api/permalink/071402dc-9827-44f8-b88a26de03c0daa7/?context=1000522 (last updated June 13, 2019).
13
Id.
14
Felix Sebastian, GDPR in the US: Requirements for US Companies, TERMLY
(June 21, 2019), https://termly.io/ resources/articles/gdpr-in-the-us/.
15
Id. See also GDPR, supra note 10, at art. 3, 32±33.
16
Nevada data protection laws are relevant because of how data protection laws
burden the gaming industry. Nevada Gaming Regulations and Rules will be
7
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pieces of legislation. The discussion will be divided into four parts: (1) GDPR:
Scope, and Responsibilities, (2) U.S. Data Protection Laws, (3) Data Privacy
Laws Potential Conflicts with the U.S. Gaming Industry, and (4) Strategies for
Compliance.
I.

GDPR: SCOPE, PRINCIPLES, RESPONSIBILITIES

In order to understand the effect the GDPR has on global personal data protection, it is important to understand who the Regulation protects and what the
Regulation regulates. The EU recognized how fast technology allows entities to
collect and share personal data and promulgated rules to ensure EU citizens have
a high level of protection of such data.17
A. Scope and Principles

C M
Y K

06/10/2020 11:32:55

exclusively used to show the implications of the GDPR and other state data protection regulations. The Nevada Gaming Regulations are the leading regulatory structures for the gaming industry.
17
GDPR, supra note 10, at 2.
18
Id. at 1.
19
Id. at 33.
20
Id. at 6, 11.
21
What
is
Personal
Data?,
EUROPEAN COMM¶N,
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-personal-data_en (last visited Apr. 8, 2020).
22
Id.
23
Id.
24
Fieldfisher LLP, supra note 12; see also GDPR, supra note 10, at 38.
25
See GDPR, supra note 10, at 38.
26
Fieldfisher LLP, supra note 12, at 37.
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Every EU citizen has the right to the protection of personal data concerning
him or her.18 7KH*'35FODVVLILHVµSHUVRQDOGDWD¶DV³DQ\LQIRUPDWLRQWKDWUHODW
LQJWRDQLGHQWLILHGRULGHQWLILDEOH´OLYLQJLQGLYLGXDOUHIHUUHGWRDVDµGDWDVXE
MHFW¶19 For example, a user of a website20 LVFRQVLGHUHGDµGDWDVXEMHFW¶DQGLIWKH
website owner collects the users name, home address, email address, identification card number, location data, Internet Protocol (IP) address, bank details, or
medical information, this is considered personal data.21 Additionally, a compilation of personal data collected by entity that can lead to identification is also
considered personal data. 22 Lastly, the method of the collection of personal data,
regardless of the technology used, is still protected by the GDPR. Thus, any collection of personal data that is identifiable, meaning not anonymous or encrypted,
is protected by GDPR.23
7KH *'35 KDV DOVR GHVLJQDWHG ³>V@SHFLDO FDWHJRULHV RI SHUVRQDO GDWD LQ
clude[ing] the processing of genetic and/or biometric data where the purpose is
WRXQLTXHO\LGHQWLI\WKHGDWDVXEMHFW´24 and information like race or sexual orientation.25 For example, facial recognition and fingerprinting,26 which many
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casinos and gaming entities in the United States are beginning to implement for
added security regulation,27 ZRXOGEHFRQVLGHUHG³VSHFLDOGDWD´XQGHUWKH*'35
The GDPR broadly expands the rights of data subjects. These rights include:
a requirement that organizations provide individuals with information on how
their personal data will be used, individuals access to personal data held by an
organization, the right to rectification, the right for their data to be erased, the
right to object to their personal data being used for marketing purposes, the right
to place specific restrictions on the processing of their data, data portability, and
the right to request that decisions based on non-human automated processing
EDVHGRQDQLQGLYLGXDO¶VSHUVRQDOGDWDEHOLPLWHGWRKXPDQEHLQJVRQO\28 Ultimately, the GDPR increases the obligations oIFRPSDQLHVWRSURWHFWLQGLYLGXDOV¶
personal data by requiring transparency.29
$OORZLQJ(8FLWL]HQVWRKDYHWKLVPXFKFRQWURORYHUWKHLUSHUVRQDOGDWD³LV
DQ HVVHQWLDO VWHS WR VWUHQJWKHQ LQGLYLGXDOV¶ IXQGDPHQWDO ULJKWV LQ WKH GLJLWDO
DJH´30 The expansive scope of what personal data constitutes will require organizations to examine the data they process and determine whether they are subject
to the GDPR or have additional responsibilities under it.31
Article 3 of the GDPR defines its territorial scope. The GDPR regulates any
HQWLW\HVWDEOLVKHGLQWKH(8WKDWSURFHVVHVSHUVRQDOGDWDDVSDUWRILWV³FRUH´GDLO\
activities, regardless of where the data is processed. Moreover, the GDPR regulates any entity established outside the EU offering goods or services or monitoring the behaviors of EU residents.32 'DWD SURFHVVLQJ LV GHILQHG DV ³DQ\

Alex Temblador, Las Vegas Casinos Are Introducing Facial Recognition Technology, TRAVEL PULSE (Oct. 13, 2018, 11:54 AM), https://www.travelpulse.com/news/hotels-and-resorts/las-vegas-casinos-are-introducing-facial-recognition-technology.html.
28
GDPR, supra note 10, Recital 39, at 7. (for a FN at ³how their personal data
will be used´)Id. Recital 58, at 11. (for a FN at ³individuals access to personal data
held by an organization); Id. Recital 59, at 11. (for FN at ³the right to rectification´
and ³the right for their data to be erased´); Id. Recital 70, at 13. (For a FN at ³the
right to object to their personal data being used for marketing purposes´); Id. Recital
70, at 13. (For a FN at ³the right to place specific restrictions on the processing of
their data´); Id. Recital 73, at 14. (For a FN at ³data portability´); Id. Recital 71, at
14. (For a FN at ³and the right to request that decisions based on non-human automated processing based on an individuals personal data be limited to human beings
only)
29
See Sean McGuinness & Katie Fillmore, The Impact of GDPR on Attorneys and
Law Firms in the United States, AM. GAMING L. 17±19 (2018); see also Katie
Thompson, How GDPR Affects the Online Gambling Industry, ONLINEBINGO (July
25, 2019, 8:52 AM), https://onlinebingo.co.uk/guides/how-gdpr-affect-online-gambling.
30
Guide, supra note 8.
31
See Fieldfisher LLP, supra note 12.
32
Rules for Business and Organizations, EUR. COMM¶N, https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/application-regulation/who-does-data-protection-law-apply_en
[hereinafter
Rules].
27
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operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording,
organisation, VWUXFWXULQJVWRUDJHDGDSWLRQ«´33 Examples relevant to the gamLQJ LQGXVWU\ PD\ LQFOXGH VHQGLQJ SURPRWLRQDO HPDLOV VWRULQJ D XVHU¶V ,3 RU
MAC addresses, video recording (CCTV), access to or consultation of contacts
GDWDEDVHFRQWDLQLQJDSHUVRQ¶VSHUVRQDl data, or even personal employee information used for payroll.34 Thus, if the data processing falls within the territorial
scope of the GDPR as defined by Article 3 then all provisions of the Regulation
apply to such data processing.35
The GDPR does not aSSO\³WR GDWDSURFHVVHG E\ DQ LQGLYLGXDO IRU SXUHO\
SHUVRQDOUHDVRQVRUIRUDFWLYLWLHVFDUULHGRXWLQRQH¶VKRPHSURYLGHGWKHUHLVQR
FRQQHFWLRQWRDSURIHVVLRQDORUFRPPHUFLDODFWLYLW\´36 For example, if a person
uses his or her own personal contacts to invite friends via email to a party to
which he or she is hosting, the GDPR would not apply.37 This is known as the
³KRXVHKROGH[FHSWLRQ´38 Additionally, the GDPR does not regulate internal data
concerning companies or any other legal entities.39 But it does regulate all perVRQDOGDWD³UHODWLQJWRQDWXUDOSHUVRQVLQWKHFRXUVHRIDSURIHVVLRQDODFWLYLW\
such as the employees of a company/organisation, business email adGUHVV«RU«WHOHSKRQHQXPEHUV´40 Thus, any entity that processes the personal
data of EU resident consumers, patrons, or users, in a professional or nonprofessional setting, is required to comply.41
7KH*'35DOVRSODFHVVSHFLILFUHVWULFWLRQVRQWKH³W\SHDQGDPRXQWRISHU
VRQDOGDWDDFRPSDQ\RUJDQLVDWLRQPD\SURFHVV«´42 These restrictions depend

GDPR, supra note 10, at 33.
What Constitutes Data Processing?, EUR. COMM¶N, https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-constitutes-data-processing_en (last visited Apr. 8, 2020).
35
See EUROPEAN DATA PROTECTION BOARD, GUIDELINES 3/2018 ON THE
TERRITORIAL SCOPE OF THE GDPR (ARTICLE 3) (Nov. 2018), https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_3_2018_territorial
_scope_en.pdf.
36
What Does the General Data Protection Regulation (GDPR) Govern?, EUR.
COMM¶N, https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-doesgeneral-data-protection-regulation-gdpr-govern_en (last visited Apr. 8, 2020).
37
Id.
38
Id.
39
Do the Data Protection Rules Apply to Data About a Company?, EUR. COMM¶N,
https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-andorganisations/application-regulation/do-data-protection-rules-apply-data-aboutcompany_en (last visited Apr. 8, 2020).
40
Id.
41
Katie A. Fillmore, What is GDPR and How Does it Impact American Businesses?, BUTLER SNOW: PRODUCT LINES BLOG (June 5, 2018), https://www.butlersnow.com/2018/06/what-is-gdpr-and-how-does-it-impact-american-businesses/.
42
What Data Can We Process And Under Which Conditions?, EUR. COMM¶N,
https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and33
34
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on the reason an organization is processing the personal data and what the organization wants to use the data for after it processes it.43 Several significant principles govern the type and amount of personal data an organization may process.44
These include lawfulness, fairness and transparency, purpose limitation, data
minimization, accuracy, compatibility, storage limitation, and integrity and confidentiality.45 )RUH[DPSOHWRUXQDFRQVXOWLQJDJHQF\DQGREWDLQDFOLHQW¶VSHU
sRQDO GDWD \RX ³VKRXOG H[SODLQ LQ FOHDU DQG SODLQ ODQJXDJHZK\\RXQHHG WKH
GDWDKRZ\RX¶OOEHXVLQJLWDQGKRZORQJ\RXLQWHQGWRNHHSLW´46 These prinFLSOHVUHIOHFWWKH*'35¶VJRDOWRSURWHFWSHUVRQDOGDWDWKURXJKPHDQVRIWUDQV
parency.
B. Responsibilities of Controllers and Processors

C M
Y K
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organisations/principles-gdpr/what-data-can-we-process-and-under-which-conditions_en (last visited Apr. 8, 2020).
43
Id.
44
Id.
45
Id.
46
Id.
47
Anna Myers, Top 10 Operational Impacts of the GDPR: Part 7- Vendor Management, IAPP (Feb. 4, 2016), https://iapp.org/news/a/top-10-operational-impactsof-the-gdpr-part-7-vendor-management/#.
48
Id.
49
Id.
50
EUROPEAN DATA PROTECTION BOARD, supra note 35, at 3±4.
51
Id. at 9±10.
52
Id. at 3.
53
GDPR, supra note 10, at 33.
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Consistent with the purpose of increasing the rights of EU citizens control
over their personal data and creatiQJXQLIRUPGDWDSURFHVVLQJUHJXODWLRQV³WKH
*'35FUHDWHVFOHDUOLQHVRIDFFRXQWDELOLW\RYHUGDWDSURFHVVLQJ´47 The GDPR
delegates responsibilities between ³FRQWUROOHUV´ DQG ³SURFHVVRUV´ IRU WKH KDQ
dling of personal data.48 7KHSURYLVLRQV³H[SDQGVVLJQLILcantly upon the controlOHU¶VUHVSRQVLELOLW\IRUSURFHVVLQJDFWLYLWLHVDQGVHWVRXWVSHFLILFUXOHVIRUDOOR
FDWLQJUHVSRQVLELOLW\EHWZHHQWKHFRQWUROOHUDQGSURFHVVRU´49 Additionally, the
Regulation provides guidance for entities carrying out processing activities, relevant to EU residents, outside of the EU.50 A detailed look into the responsibilities of controllers and processors within and outside the EU will help guide entities on the most efficient way to become GDPR compliant.51
Article 3 defines the territorial scope of the Regulations and may provide
helpful compliance guidance for both controllers and processers.52 A controller
LVGHILQHGDVWKH³QDWXUDORUOHJDOSHUVRQSXEOLFDXWKRULW\DJHQF\RURWKHUERG\
which, alone or jointly with others, determines the purposes and means of the
SURFHVVLQJ RI SHUVRQDO GDWD´53 Ultimately, a controller determines the reason
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personal data is collected and how personal data will be used.54 They collect and
distribute data as they see fit, they modify how data will be used, and determine
how long personal data is kept.55 Controllers also bear the burden of ensuring all
GDWD³SURFHVVLQJDFWLYLWLHVDUHSHUIRUPHGLQFRPSOLDQFHZLWKWKH5HJXODWLRQ´56
Controllers bear this burden even when controllers allow third parties to process
personal data in a way prescribed by them.57 This means controllers must implement appropriate technological and organizational measures to ensure the protection of personal data being processed, regardless of where the processing took
place.58 ([DPSOHVRIVXFKSURWHFWLRQVPD\LQFOXGH³HQFU\SWLRQRISHUVRQDOGDWD´
DQG ³UHJXODU VHFXULW\ WHVWLQJ´ RU HYHQ XSGDWLQJ D FRQVXPHU SULYDF\ SROLF\59
&RQWUROOHUV¶EURDGUHVSRQVLELOLW\WRVDIHJXDUGSHUVRQDOGDWDSODFHVWKHEXONRI
responsibility on them as it relates to individuals rights for data protection. For
example, safeguarding personal data includes how to deal with a data subjects
right to erasure, reporting and notice requirements, breach notification, and
maintaining records that show all processing activities.60 These duties are not
displaced when a controller allows a third-party processor to process the personal
data on their behalf.
$GDWDSURFHVVRU¶VGXW\LVGHSHQGHQWRQWKHFRQWUROOHU¶VDXWKRULW\$GDWD
SURFHVVRU LVGHILQHG DV ³D QDWXUDO RU legal person, public authority, agency or
RWKHU ERG\ ZKLFK SURFHVVHV SHUVRQDO GDWD RQ EHKDOI RI WKH FRQWUROOHU´61 This
means that processors handle personal data at the sole direction of the controller.62 A processor may turn into controller status if he or she acts outside of the
scope of authority given by the controller when processing personal data.63 Thus,
it is critical when controllers choose a processor, they choose a third-party who
can reasonably guarantee they will follow the technological and organization
data protection safeguards implemented by the controller in order to comply with
the GDPR.64 This is usually done through a contract between the controller and
the processors that lays out the responsibilities compliant with the GDPR.65
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54
Chris Brook, Data Controller vs. Data Processor: What is the Difference?,
DIGITAL GUARDIAN (Jan. 8, 2020), https://digitalguardian.com/blog/data-controllervs-data-processor-whats-difference.
55
Id.
56
Myers, supra note 47.
57
Brook, supra note 54.
58
Detlev Gabel & Tim Hickman, Chapter 10: Obligations of Controllers – Unlocking the EU General Data Protection Regulation, WHITE & CASE (Apr. 5, 2019),
https://www.whitecase.com/publications/article/chapter-10-obligations-controllersunlocking-eu-general-data-protection.
59
Id.
60
Myers, supra note 47.
61
GDPR, supra note 10, at 33.
62
Myers, supra note 47.
63
Id.
64
Id.
65
Id.
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Article 28 lays out additional processor duties separate from contractual obligations with the controller.66 These duties include (1) processing data only as instructed by controllers; (2) using appropriate technical and organizational
measures to comply with the GDPR; (3) deleting or returning data to the controller once processing is complete; and (4) submitting to specific conditions for
engaging other processors.67
Because processors conduct processing activities under the strict discretion
of controllers, they are also restricted from hiring a sub-processor to carry out
the request of the controllers.68 However, processors may enlist another processor with prior specific or general written permission of the controller.69 Controllers ultimately decide whether they will allow for additional processors.70 Both
controllers and processors play a vital role in GDPR compliance. Controllers are
always responsible for damages caused by processing personal data that violates
the individual rights under the GDPR.71 However, if a company is clear on the
roles of the controller and processor under the GDPR it can significantly reduce
the risk of data exposure in violation of the Regulation.72 Accordingly, companies should reassess their third-party vendor agreements to achieve compliance.73
C. Legal Basis for Data Processing
Article 6 of the GDPR provides six legal bases for when a company may
process personal data.74 One or more of these legal bases must be met in order
for a company to process personal data.75 The six options include the following:

67

C M
Y K
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Id; see also GDPR, supra note 10, at 49.
Myers, supra note 47.
68
Id.
69
Id.
70
Id.
71
Id.
72
Brook, supra note 54.
73
See id.
74
See GDPR, supra note 10, at 36.
75
When Can Personal Data Be Processed?, EUR. COMM¶N, https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/legal-grounds-processing-data/grounds-processing/when-can-personal-databe-processed_en (last visited Apr. 8, 2020).
76
Ivan Klekovic, Is Consent Needed? Six Legal Bases to Process Data According
to
GDPR,
EU
GDPR
ACADEMY,
66
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(1) Consent: If a data subject provides express consent for their personal data to be processed by the controller then a company may
SURFHVVVXFKGDWD&RQVHQW³PXVWEHH[FOXVLYHUHIOHFWLYHRIDGDWD
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given.77 For organizations, consent as a legal basis may be unfavorable because WKH*'35SODFHVVWULFWUHTXLUHPHQWVIRU³YDOLGLW\RI
REWDLQLQJDQGPDQDJLQJFRQVHQW´78 Moreover, the GDPR mandates
that consent can be withdrawn at any time at the request of the data
subject.79 This is especially burdensome when companies collect
data for marketing purposes.80 In this instance, consent is mandatory
under the GDPR.81
(2) Compliance with a legal obligation: A company may process data
in order to meet EU law or regulations.82 An example of this type
of data processing may be reporting problem gambling in compliance with gaming regulations or reporting personal data for public
safety.83
(3) Contractual Performance: Personal data may also be processed if
it is required to carry out a contractual obligation between a company and a client.84 This type of legal basis may occur when parties
are attempting to enter an agreement, complete an existing agreement, or prior preparation in anticipation of an agreement or negotiation.85 For exaPSOH ³SURFHVVLQJ FUHGLW FDUG GHWDLOV LQ RUGHU WR
SHUIRUPSD\PHQW´86 An example where a contract does not yet exist
RFFXUV³ZKHQDQLQGLYLGXDOUHTXHVWVLQIRUPDWLRQIURPDVHUYLFHSUR
vider about a particular service via e-mail or social network, the
procesVLQJ RI WKDW LQGLYLGXDO¶V SHUVRQDO GDWD LV SHUPLWWHG IRU WKH
SXUSRVHVRIUHVSRQGLQJWRWKHLQTXLU\´87
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https://advisera.com/eugdpracademy/knowledgebase/is-consent-needed-six-legalbases-to-process-data-according-to-gdpr/ (last visited Apr. 8, 2020).
77
Id.
78
Id.
79
Id.
80
Id.
81
Id.
82
When Can Personal Data Be Processed?, supra note 75.
83
See id.
84
Id.
85
Klekovic, supra note 76.
86
Id.
87
Id.
88
When Can Personal Data Be Processed?, supra note 75.
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the performance of a task carried out in the public interest under EU
law or national OHJLVODWLRQ´88 An example may include processing
information for the purposes of tax information.
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(5) Vital Interest: Personal data may be processed if it is necessary to
protect a vital interest of a data subject.89 This usually occurs in an
emergency situation involving life or limb.90
(6) Legitimate Interest: The broadest legal basis under the GDPR is
WKHSULQFLSOHRI³OHJLWLPDWHLQWHUHVWV´91 This principle allows comSDQLHVWRSURFHVVGDWDVRORQJDVLWKDVD³OHJLWLPDWHLQWHUHVW´WKDW
GRHVQRWLQIULQJHRQWKH³IXQGDPHQWDOULJKWVDQGIUHHGRPVRIWKH
SHUVRQ ZKRVH GDWD´ LV EHLQJ SURFHVVHG92 Therefore, controllers
must use a balancing test to deWHUPLQHZKHWKHUDFRPSDQ\¶VOHJLWL
mate interest significantly affects the rights of individuals.93 HowHYHUDSHUVRQ¶VLQGLYLGXDOULJKWVDOZD\VWUXPSVDFRPSDQ\¶VOHJLW
imate interest.94 An example of an legitimate interest would be if a
company monitors the use of its employees network devises to protect the personal data of individuals.95 Processing of personal data
ZRXOGEHDSSURSULDWHLQWKLVLQVWDQFHVRORQJDVWKH³OHDVWLQWUXVLYH
PHWKRG´RIPRQLWRULQJLVFKRVHQ OLPLWLQJDQHPSOR\HH¶VDFFHVVL
bility of certain websites).96
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Klekovic, supra note 76.
92
When Can Personal Data Be Processed?, supra note 75.
93
Klekovic, supra note 76.
94
When Can Personal Data Be Processed?, supra note 75.
95
Klekovic, supra note 76.
96
When Can Personal Data Be Processed?, supra note 75.
97
McGuinness & Fillmore, supra note 29.
98
Simona Chirica, The Main Novelties and Implications of the New General. Data
Protection Regulation., 6 PERSP. BUS. L. J., 159, 173 (2017).
99
Id.
89
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As we have already begun to see, the GDPR has significantly increased companies data privacy obligations.97 As an incentive to comply, the GDPR also significantly increased the penalties for breach.98 For example, infringements for
certain provisions could potentially result in penalties of up to 10,000,000 euros,
and non-compliance administrative fines of up to 20,000,000 euros.99
7KH*'35SURYLGHVH[SDQVLYHSURWHFWLRQVIRUDQLQGLYLGXDO¶VSHUVRQDOGDWD
rights. The Regulations provide a uniform regulatory framework that identifies
specific rights of data subjects and the responsibilities of companies in order to
meet the compliance requirements under the Regulation.
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U.S. DATA PROTECTION LAWS

A. United States Federal Government Data Protection Laws
Like the EU, the United States realized the impact technology has on the
collection of personal data and shared similar concerns regarding the legal protection of such data.100 The United States has several federal and state specific
laws regarding the data protection of individuals.101 Although national data protection has become a pressing concern for the U.S. Federal Government, current
OHJLVODWLRQDQGODZVUHJDUGLQJGDWDSULYDF\³DUHFRPSOH[DQGWHFKQLFDODQGODFN
XQLIRUPLW\´102 Consequently, the current U.S. Federal data protections laws are
not as uniform and concise as the GDPR.103 $OWKRXJKWKHFRQVWLWXWLRQDO³ULJKWWR
SULYDF\´KDVGHYHORSHGZLWKWKHH[SDQVLRQRIWHFKQRORJLFDODGYDQFHVWKHULJKW
³JHQHUDOO\JXDUG>V@RQO\DJDLQVWJRYHUQPHQWLQWUXVLRQVDQG>GRHV@OLWWOHWRSUH
YHQWSULYDWHDFWRUVIURPDEXVLQJSHUVRQDOGDWDRQOLQH´104 Federal statutes also
protect individuaOV¶ SHUVRQDO GDWD RU F\EHUVHFXULW\105 These include the ChilGUHQ¶V2QOLQH3ULYDF\3URWHFWLRQ$FWWKH&RPPXQLFDWLRQV$FW9LGHR3ULYDF\
Protection Act, Electronic Communications Privacy Act, Computer Fraud and
Abuse Act, the Consumer Financial Protection Act, and others.106 However,
these statutes do not protect the processing and using of personal data by the
private sector as they regulate specific industries and categories of data.107
Because the U.S. Federal Government does not provide specific safeguards
of personal data to individuals some states have enacted their own data protection
laws.108 Similar to the GDPR, some state privacy laws regulate all forms of personal data, such as the California Consumer Privacy Act (CCPA),109 while other
states, such as Nevada, data privacy protections are just as limited as U.S. Federal
government data protection laws.110 Proponents of more uniform privacy laws
DUJXH ³WKDW &RQJUHVV VKRXOG FRQVLGHU FUHDWLQJ VLPLODU SURWHFWLRQV LQ IHGHUDO
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100
CONGRESSIONAL RESEARCH SERVICE, DATA PROTECTION LAW: AN OVERVIEW
1 (Mar. 25, 2019), https://fas.org/sgp/crs/misc/R45631.pdf.
101
DLA PIPER, DATA PROTECTION LAWS OF THE WORLD: UNITED STATES 2 (Jan.
27,
2020),
https://www.dlapiperdataprotection.com/index.html?t=law&c=US&c2=GB.
102
CONGRESSIONAL RESEARCH SERVICE supra note 100, at 1.
103
For a comparison of data protection laws between the US and the European
Union see DLA Piper, Data Protection Laws of the World (last visited Mar. 23,
2019), https://www.dlapiperdataprotection.com/index.html?t=law&c=US&c2=GB.
104
See CONGRESSIONAL RESEARCH SERVICE supra note 100, at 2.
105
Id.
106
Id.
107
Id. at 2.
108
Id.
109
Id.
110
See discussion infra Section III.C.
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ODZ´111 Conversely, others have criticized data protections laws similar the
*'35³DVEHLQJRYHUO\SUHVFULSWLYHDQGEXUGHQVRPH´112
B. California Consumer Privacy Act
6LPLODUWRWKH*'35WKH&DOLIRUQLD&RQVXPHU3ULYDF\$FW &&3$ ³DLP>V@
to guarantee strong protection for individuals regarding their personal data and
apply to businesses that collect, use, or share consumer data, whether the inforPDWLRQZDVREWDLQHGRQOLQHRURIIOLQH´113 The CCPA is very similar to the GDPR
in regard to individual rights of data subjects; however, the CCPA differs in
scope of application, collection limitations, and controller and processor obligations.114 For example, the GDPR provides specific obligations for controllers regarding the processing of personal data, while the CCPA does not.115 Also, the
&&3$GRHVQRWIROORZWKHVDPH³OHJDOEDVLV´UHTXLUHPHQWIRUGDWDSURFHVVLQJ
that the GDPR does.116
6LPLODU WR WKH *'35 WKH&&3$ IRFXVHVRQ ³WUDQVSDUHQF\REOLJDWLRQV´117
between the controller and the consumer. However, the CCPA specifically focuVHVRQOLPLWLQJWKH³VHOOLQJRISHUVRQDOLQIRUPDWLRQUHTXLULQJDµ'R1RW6HOO
0\3HUVRQDO,QIRUPDWLRQ¶OLQNWREHLQFOXGHGE\EXVLQHVVRQWKHLUKRPHSDJH´118
The CCPA also considers third-party data processors obligations and safeguards
a consumers data that is inappropriately being processed based on the agreement
with the controller at the time the personal data was collected.119 Ultimately, the
CCPA grants individuals the following data protection rights: the right to know
what personal information is being collected about them, the right not to be discriminated against for exercising a privacy right under the Act, the right to know
who their data is being sold to, the right to opt out of those sales and the right to
delete previously collected data.120

112
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CONGRESSIONAL RESEARCH SERVICE supra note 100, at 1.
Id.
113
ALICE MARINI ET AL., COMPARING PRIVACY LAWS: GDPR V. CCPA,
https://fpf.org/wp-content/uploads/2018/11/GDPR_CCPA_Comparison-Guide.pdf.
114
Id.
115
Id.
116
Id.
117
Id.
118
Id.
119
MARCINI ET AL., supra note 113.
120
Thomas Germain, California’s Privacy Law is Finally Here. Now What?,
CONSUMER REPORTS (Jan. 2, 2020), https://www.consumerreports.org/privacy/california-privacy-law-ccpa-california-consumer-privacy-act/; see also CALIFORNIA
DEPARTMENT OF JUSTICE, CALIFORNIA CONSUMER PRIVACY ACT FACT SHEET,
OFFICE OF THE ATTORNEY GENERAL (last visited Mar. 12, 2020),
https://oag.ca.gov/system/files/attachments/press_releases/CCPA%20Fact%20Sheet%20%2800000002%29.pdf.
111

42390-nvg_10-2 Sheet No. 57 Side B

06/10/2020 11:32:55

259-281 JORDAN (DO NOT DELETE)

272

UNLV GAMING LAW JOURNAL

5/25/2020 10:11 AM

[Vol. 10:2

122

C M
Y K

06/10/2020 11:32:55

CALIFORNIA CONSUMER PRIVACY ACT FACT SHEET, supra note 120.
CAL. CIV. CODE § 1798.140(O)(1) (2018).
123
CONGRESSIONAL RESEARCH SERVICE supra note 100, at 38.
124
CAL. CIV. CODE § 1798.140(O)(1)(A)-(K) (2018).
125
Id.; see also, CAL. CIV. CODE § 1798.140(c)(1) (defining ³business´ as any
company with more than $25 million in annual gross revenues, or that engages in the
buying, selling, or receipt of the personal information of 50,000 or more California
residents, or that derives more than 50% of its annual revenues from the sale of California residents¶ personal information).
126
CALIFORNIA CONSUMER PRIVACY ACT FACT SHEET, supra note 121.
127
See CONGRESSIONAL RESEARCH SERVICE, supra note 100, at 38.
128
MARINI ET AL., supra note 113, at 37.
129
Id.
121
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The CCPA regulates the processing of all personal data.121 Its broad definiWLRQGHILQHVSHUVRQDOLQIRUPDWLRQDV³LQIRUPDWLRQWKDWLGHQWLILHVUHODWHVWRGH
scribes, is reasonably capable of being associated with, or could reasonably be
linked, directly or indiUHFWO\ZLWKDSDUWLFXODUFRQVXPHURUKRXVHKROG´122 The
CCPA gives examples of personal information.123 For example, biometric information, geolocation, electronic network activity such as browsing history, search
history, and information regarding a consumHU¶V LQWHUDFWLRQ ZLWK DQ LQWHUQHW
website, application, or advertisement, commercial information, including records of personal property, products or services purchased, obtained, or considered, or other purchasing or consuming histories or tendencies and any inferences
drawn from any of the information a consumer provides that is protected by the
Act.124
The CCPA applies to any business doing business in California, that collects
the personal information of California residents, has a gross annual revenue in
excess of $25 million, buys, receives, or sells the personal information of 50,000
or more consumers, households, or devices, and is for profit.125 Additionally,
businesses that process the personal information of more than four million individuals will be subject to additional regulations.126 Whether or not the CCPA
applies to business outside of California that process personal data of California
consumers, such as third-party processors, is still undetermined.127 Until CaliforQLDJLYHVJXLGDQFHRQKRZ³GRLQJEXVLQHVV´LVGHILQHGLWZRXOGEHKHOSIXOIRU
FRPSDQLHV WR ORRN DW KRZ RWKHU &DOLIRUQLD VWDWXWHV KDYH GHILQHG ³GRLQJ EXVL
QHVV´
Like the GDPR, the CCPA provides money damages for violation of the
Act.128 Damages depend on the type of violation, but a penalty can result in fines
up to $2,500 for each violation and $7,500 for an intentional violation.129 Although not identical to the GDPR, the CCPA expands the data protection of individual residents of California and provides a regulatory scheme that holds companies responsible for the way in which they process personal data.
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C. Nevada Data Privacy Laws
Just like the EU and California, Nevada has also enacted data protection regulations.130 The SB 220 functions as an amendment to existing privacy regulations in the state.131 1HYDGD¶VODZUHTXLUHVRSHUDWRUVRIZHEVLWHVDQGRQOLQHVHU
vices to inform consumers how their data will be used and allow them to opt out
of the sale of such information to another party.132 An operator is defined as any
person or entity that:
a) owns or operates an Internet website or online service for commercial purposes;
b) Collects and maintains covered information from consumers who
reside in Nevada and use or visit the Internet website or online service; and
c) Purposefully directs its activities toward this State, consummates
some transaction with this State or a Resident thereof, [or] purposefully avails itself of the privilege of conducting activities in this
State.133
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130
Grant Gross, Nevada Latest State to Pass Data Privacy Law, WASH. EXAMINER
(Oct. 10, 2019), https://www.washingtonexaminer.com/policy/nevada-latest-stateto-pass-data-privacy-law.
131
Id.; Chris Brook, Nevada Beats California With New Privacy Law, DIGITAL
GUARDIAN (Oct. 7, 2019), https://digitalguardian.com/blog/nevada-beats-californianew-privacy-law.
132
Gross, supra note 130.
133
Brook, supra note 131.
134
Alexandra Scott & Lindsey Tonsager, Nevada’s New Consumer Privacy Law
Departs Significantly From The California CCPA, COVINGTON & BURLING LLP:
INSIDE PRIVACY (June 10, 2019), https://www.insideprivacy.com/united-states/statelegislatures/nevadas-new-consumer-privacy-law-departs-significantly-from-the-california-ccpa/.
135
Brook, supra note 131.
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The definition of operator has a broad scope similar to the GDPR in that it does
not limit operators (or controllers) of websites to those who operate only in Nevada. However, the scope is limited to online internet operators only, unlike the
CCPA which includes online and offline business websites.134
Additionally, SB 220 is similar to the GDPR and the CCPA in that it protects
a wide range of information. The following types of information are covered by
the law: first and last name, home address, email address, telephone number and
social security numbers, and inferences that can be made about a person through
a compilation of collected information.135 Moreover, SB 220 gives consumers
the right to request their personal data not be sold to third-party operators. An
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operator must acknowledge this request within 60 to 90 days, so long as the operator can reasonably prove this request is made by the consumer.136
Overall, the scope of SB 220 is narrower than both the GDPR and the
CCPA.137 $OWKRXJKLWGRHVUHTXLUHDQLQWHUQHWRSHUDWRUWRSRVWD³'RQRWVDOH´
link it does not require the link to be clearly identifiable by the consumer.138 The
penalties under SB 220 are capped at $5,000 per violation.139
III.

POTENTIAL CONFLICTS BETWEEN DATA PRIVACY LAWS AND THE U.S.
GAMING INDUSTRY

Amongst the several data protection laws previously discussed, it is apparent
that the GDPR possesses the broadest scope and strictest rules as it pertains to
data protection.140 However, there are several rights that data protection laws
have in common. These are the right to erasure (or the right to opt-out), the right
to restriction of process, increase general consent, requirements, transparency
notifications, breach notifications, and purpose limitations. While perfecting data
protection compliance in the EU and U.S. is no small feat, gaming companies
would be wise to comply with the GDPR, as the Regulations possess broad scope
and the most stringent form of data protection. Accordingly, several internal
steps may be taken in order to increase odds of GDPR compliance.There are
several considerations gaming entities should bear in mind while becoming compliant.
A. Consent

137
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Id.
Id.
138
Id.
139
Id.
140
See supra, Section I.
141
Manuel Grenacher, GDPR, The Checklist for Compliance, FORBES (June 4,
2018, 7:00 AM), https://www.forbes.com/sites/forbestechcouncil/2018/06/04/gdprthe-checklist-for-compliance/#367ab7c5bec7.
142
Id.
136
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Consistent with the purpose of the GDPR of expanding consumer rights
companies should aim to achieve customer consent. The GDPR requires companies to expressly inform customers that their personal data is being collected and
why and how that data will be used. The request for consent needs to be in plain
language and easy for customers to understand.141 Although silence or disinterest
from the customer used to pass as consent, the GDPR now requireVPRUH ³DV
companies need to be able to prove that they received approval from customers
WR XVH WKHLU LQIRUPDWLRQ´142 Even more so the terms of the customer consent
notice must reflect the customers most up-to-date information and the purpose
for which their personal data is being used. Should this purpose change, companies would need to issue a new customer consent request. This means that if the
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SXUSRVHIRUWKHFXVWRPHUV¶SHUVRQDOGDWDEHLQJFROOHFWHGFKDQJHVWKDWGDWDPD\
not be used for the new purpose. Lastly, to ensure customer rights, companies
should respect the right to be forgotten, and inform customers of that right. At
any time, a customer may request to have his or her personal data withdrawn.
This means that companies will have to timely respond to that request by a comSOHWHUHPRYDORIWKDWFXVWRPHU¶VSHUVRQDOLQIRUPDWLRQDQGLQIRUPWKHFXVWRPHU
once the removal is complete. 143
All data protection laws seemingly have the goal to increase consumer consent. The GDPR has been very clear that a pre-FKHFNHGER[RUµWHUPVDQGFRQGL
WLRQV¶FOLFNZUDSVZDUPLQJZLWKOHJDOHVHZLOOQRWVXIILFHLQGHPRQVWUDWLQJDGDWD
subject understands why and how their personal information will be used. This
may cause gaming entities to have to re-write contracts between consumers that
may cause consumers to ask questions before signing or maybe not want to consent at all. For gaming enitites, the luxury of pre-FKHFNHGER[HVRUµWHUPVDQG
FRQGLWLRQV¶PHDQWTXLFNHUWUDQVDFWLRQV6RPHPD\DUJXHWKDWWKHLQIRUPHGFRQ
sent regulations will cause consumers to have to be physically notified of their
rights and how their information will be used. However, this concern may be
misplaced. The GDPR is mostly focused on consumers being able to clearly understand their rights²not who can explain their data privacy rights to them.
7KXVVRORQJDVJDPLQJHQWLWLHVDUHDEOHWRSUHVHQWDFRQVXPHU¶VGDWDSURWHFWLRQ
rights in a clear and concise way and free of legalese, they should not have a
problem with complying with consent.
B. Specific Consideration: Player Cards and Casino Comps
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Id.
Chandeni K. Gill, Patron Data Privacy & Security in the Casino Industry, 3
UNLV GAMING L. J. 81, 81 n. 1 (2012). (A comp is also known as a complimentary
and signifies something given without charge).
145
Id. at 81.
146
Id.
147
Id. at 82.
143
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&RPPRQLQWKHJDPLQJDQGFDVLQRLQGXVWU\DUH³SOD\HUFDUGV´3OD\HUFDUGV
are unique to each customer and allow for easy transfer of funds while gambling
in casinos. Customers are encouraged to sign up for player cards in order to potentially receive incentives such as comps,144 based on their play and other promotional offers.145 ,QRUGHUWRUHFHLYHDSOD\HU¶VFDUGFXVWRPHUVW\SLFDOO\QHHG
to present valid identification to players card agent. Casinos will use the cusWRPHU¶VQDPHGDWHRIELUWKKRPHDGGUHVVHPDLODGGUHVVJHQGHUGULYHU¶VOLFHQVH
QXPEHUWKHGULYHU¶VLVVXDQFHDQGH[SLUDWLRQGDWHDQGLQVRPHFDVHVHYHQVRFLDO
security number.146 After the customers are issued their player card, the card will
also track how much they wager and how long they typically spend gambling.147
Additionally, the player card may track where customers use their player card²
WRHDWWRSOD\VORWPDFKLQHVWRSXUFKDVHDURRPLQWKHFDVLQR¶VKRWHORUHYHQLI
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they request a credit line from the casino. Casinos often then take this inforPDWLRQ DQG XVH LW WR GHWHUPLQH FXVWRPHUV JDEOLQJ KDELWV DQG HYHQ D ³SODQ WR
incentivize his return, and an individual profit-and-loss projection by which the
casino may gauge its future maUNHWLQJLQYHVWPHQW«´148
The personal data being collected for players cards triggers the GDPR when
collected from EU residents. Casinos readily provide customers with playing
cards to create loyalty. The casinos do not want the player to forget the casino
once the gambler is finished playing or ends their vacation. The increased transparency of customer consent may slow this phenomenon down. Casinos will no
longer be able to hand out players cards so freely. Instead they will have to thoroughly explain how the personal information on the players cards will be used
by the casinos. This means explaining tracking behaviors, individualized advertisement schemes, and a player gambling habits. This may or may not sound
appealing to customers as more customers are becoming more worried about
their personal data being used for unlawful purposes.149
The implications of informed consent may be vast. For casinos this may
mean less individualized advertising because customers may opt out of their
players cards after they are informed how they will be targeted with advertisements. This may also mean less sales for casinos through those individualized
ads. Although casinos may be opposed to the extra cost it may take to ensure
compliance with the GDPR through advertisements, the easier way for this to be
done is through its consent policies and procedures. So long as consumers are
informed and genuinely understand that by providing their personal information
they may be solicited with advertisements and offers, then casinos should not
have a problem with the way they advertise to their consumers. Casinos may, in
conjunction with their privacy and marketing department, come up with efficient,
but still attractive ways to inform customers about their privacy rights that will
not deter them from opting out of consumer products such as player cards.

Gaming entities should also consider how the GDPR will affect consumers
concern with the safety of their personal data. For the average consumer, ignorance is sometimes bliss. It might frighten consumers if gaming entities keep
bringing up personal data and security breach concerns. Consumers may begin
to wonder why entities are so adamant about the consumers security and begin
to distrust entities based on false perception. Thus, gaming entities should be
careful about how they portray their concerns for consumer personal data protection and why they are being careful to ensure consumers understand why they
are only now thoroughly being told about their rights as a consumer. This creates
a higher importance for training at the lower employment levels. This is where
training at the basic level will be useful. Employees, such as cashiers, hotel

149
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registrations, call centers, and customers service centers, should be coached on
how and what to say to customers when having to disclose personal data privacy
rights under the GDPR.
D. Cost of Compliance

151
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GDPR, supra note 10, at 48±49.
Fiona Chan, GDPR Compliance for Non-European Companies and Organizations, MEDIUM (May 26, 2018), https://medium.com/@fionaschan/gdpr-compliancefor-non-european-companies-and-organisations-c59320cbc091.
150
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The GDPR sets clear responsibilities of both processors and controllers and
establish steep fines for those entities that fall short of compliance. This places a
high burden on the U.S. gaming industry because it means more money and resources must be spent to make sure they are not fined whether they intentionally
violate the Regulation or not. The gaming industry should consider several factors that may cause a rise in cost to ensure compliance.
A very important factor for compliance is education and change in procedure. Although the GDPR is fairly clear on its requirements, a grey area remains
when trying to determine the scope of the regulation. Gaming entities will have
to not only receive training and update their policies but also the GDPR regulation compliance will require consistent monitoring. This means more resources.
Everyone who is involved in collection personal data within a specific gaming
entity will have to be trained on best practices in compliance with the GDPR.
The resources require to achieve are likely vast, but it is something entities
should implement in order to avoid penalties for non-compliance.
Gaming entities should also think about internal governance and responsibility. The GDPR requires that gaming entities be able to show compliance. This
will likely require maintaining records of every type of data processing activity
including policies and procedures each entity put in place to show compliance.
%RWKGDWDSURFHVVRUVDQGFRQWUROOHUVVKRXOGFUHDWHD³GHWDLOHGSHUVRQDOGDWDLQ
YHQWRU\´VRWKH\FDQPDNHLQIRUPHGGHFLVLRQVRQKRZWREHVWFRPSO\ZLWKWKH
GDPR and avoid a potential breach. Records that reflect GDPR compliance
should remain in effect indefinitely in the event of an audit and be clear as to
why these records have been stored for so long. As mentioned above, most entities do not know when a breach will occur so it is important during an investigation for an entity to show they were in compliance and did everything they could
to protect their consumers from such a breach.
Companies should also be aware of Article 27 of the GDPR, which states
that all non-EU companies who are bound by the GDPR shall designate, in writing, a representative in the Union.150 On its face, it would seem that compliance
with this Article is hard to achieve however, U.S. companies are appointing service firms as their designated representative.151 This may be an incentive for U.S.
companies because they can choose EU service providers who are more familiar
with the GDPR and how to comply. The service representative would be
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³UHVSRQVLEOHIRUGHDOLQJZLWKWKHVXSHUYLVRU\DXWKRULWLHV´ZKLFKDUHORFDWHGLQ
the EU, and the data subject access requests.152 In addition to adhering to Article
27 of the GDPR, companies should also appoint or hire a Data Protection Officer
³'32´ $'32LVDSHUVRQZKRHQVXUHV*'35FRPSOLDQFHDQGLVUHTXLUHGIRU
companies larger than ten to fifteen employees that process personal data.153 A
'32¶VSULPDU\GXWLHVDUHWRUHJXODUO\DQGV\VWHPDWLFDOO\PRQLWRUGDWDVXEMHFWV
and process large scales of special categories of data.154 This means the DPO
must be well versed in the scope and limitations of the GDPR. The hiring of these
types of representatives is crucial to compliance with the GDPR and might be
worth the funds in order to avoid the high fees for any GDPR violation.
The gaming industry is highly monopolized. For example, Caesars Entertainment owns several gaming entities across the country.155 Caesars will have
to comply with the GDPR because patrons visit from all over the world. Having
a GDPR liaison and a main GDPR department running twenty-four hours is necessary for compliance. Liaisons should be well apt and constantly researching
the ways in which the GDPR may apply to any activity by the gaming entity that
involves collecting personal data. They should understand policies regarding
breach notifications and also handle any consumer request from erasures to general information for clarification of their rights. Having one or two people whose
only job is to make sure a gaming entity is in compliance with GDPR can be an
efficient way to avoid noncompliance.
E. Impact Assessments for New and Existing Technology
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$VWHFKQRORJ\DGYDQFHVDQGFRQVXPHUV¶QHHGVTXLFNO\LQFUHDVHFRPSDQLHV
often times make quick changes in advertising and product marketing techniques
that require personal data from consumers. To be cautious not to violate the
GDPR when introducing these new techniques, companies should consider perIRUPLQJD'DWD3URWHFWLRQ,PSDFW$VVHVVPHQW ³'3,$´ 156 If a company permanently stores personal data, it should complete a DPIA on each project that
involves the personal data stored.157 7KH'3,$LV³DQDXGLWRI>DFRPSDQLHV¶@
own processes and procedures that measures how these processes affect or might
compromise the privacy of the individuals whose data it stores, collects or proFHVVHV´158 $FRPSDQ\¶VSDUWLFLSDWLRQLQD'3,$PD\DFKLHYHWKUHHNH\WKLQJV
1) it can ensure compliance with applicable legal, regulatory, and policy requirements regarding privacy; 2) it can determine the risk and effects, and 3) it will
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help evaluate protections and alternative processes to mitigate potential privacy
risks.159 '3,$¶VDUHQRWRQO\DJRRGZD\WRVWD\LQFRPSOLDQFHEXWDOVRLGHQWLI\
unintentional non-compliance that may lead to unwanted breaches and fines. ParWLFLSDWLQJLQ'3,$¶VZLOODOVRKHOSFRPSDQLHVDVVHVVWKHHIIHFWLYHQHVVDQGQHHG
for potential projects by carefully examining the effects it could have on customer communication and trustworthiness.
Although DPIAs are a great way to ensure compliance under the GDPR, it
will likely be very costly to gaming entities. Not only would entities have to set
XSWKHLURZQV\VWHPRI'3,$¶VEXWWKH\ZLOODOVRKDYHWRFRQVWDQWO\FKDQJHDQG
measure their perfection of compliance as new innovations and ideas are presented. Each project or new idea would have to be examined to make sure it is in
FRPSOLDQFHZLWK*'35'3,$¶VZRXOGKDYHWREHFRPSOHWHGFRQVWDQWO\WRHQ
sure compliance that may cause a financial burden on gaming entities.
IV.

BREACH NOTIFICATION
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Detlev Gabel & Tim Hickman, Chapter 11: Obligations of Processors — Unlocking the EU General Data Protection Regulation, WHITE & CASE LLP (Apr. 5,
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The GDPR also requires gaming entities to put into place an efficient personal data breach notification system.160 Controllers must report personal data
breaches to lead supervisory authorities with seventy-two hours after becoming
aware of the breach and also informing individual who were affected by this
breach. With this requirement processors and controllers will need to set up
around the clock teams to ensure they are able to identify and react to security
breaches in a manner which complies with the requirements of the GDPR.161
Another concern that reporting breaches may cause is informing consumers
who are outside of the country. Although email is more than likely the quickest
way to inform a consumer of breach, time differences may also pose a constraint
on breach notifications. But the most efficient way of a breach notification may
be an automatic system that notifies gaming entities when there are suspicious
activities with regards to personal data. This system would take time to develop
but it would have to be capable of identifying common and not so common forms
of data breaches. Should the breach be one that triggers a notification to consumers under the GDPR, gaming entities should have a system in place where a quick
click or algorithm notifies which consumers may have potentially been breached.
This could buy gaming entities time to really assess each breach and determine
if additional notification to the consumer is needed, such as a detailed explanation of how the consumers data was breached, what the consequences of the
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breach may be, and how the entity plans on rectifying the breach. Obviously, this
will require extra resources but because gaming entities already have security
and compliance teams available that are considering the GDPR, enhancing security will not be so much of a burden.
V.

ESTABLISHING A FEDERAL BLANKET DATA PROTECTION SCHEME
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Karl Rutledge et al., Casino Player Clubs & Nevada’s Data Protection Requirements, CASINO ENTERPRISE MGMT. (Dec. 2013), https://www.lrrc.com/files/Uploads/Documents/Rutledge_1213.pdf.
163
See Nev. Gaming Comm¶n Reg. § 5.011 (2020).
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Together, the federal government, states, and business entities may be more
obliged to work together to create a blanket and uniform system in dealing with
GDPR compliance that in the long run would cut cost for all parties who are
subject to the GDPR. Compliance would be easier and more efficient if each
interested party collectively came together to analyze each part of the GDPR and
its obligations, then create regulations and an authority board to report to. This
structure would mitigate the cost of compliance by spreading resources and responsibility amongst all entities involved.
The GDPR may potentially initiate a blanket lead authority in data protection
that the United States currently does not have. Many casinos serve more than one
EU member state, thus the GDPR may cause the states with a high gambling
presence and the federal government to work together to create a uniform authority and regulations in order to make it easier to comply. Casinos generally
have a vested interest in protecting their consumers and themselves from data
breaches. However, the U.S. consumer data protection in the gambling industry
is usually regulated at the state level. For example, in Nevada, its state statute
GHILQHVZKDWSHUVRQDOLQIRUPDWLRQLVDQGKRZLWQHHGVWREH³FROOHFWHGPDLQ
WDLQHGDQGGLVVHPLQDWHG´162 +RZHYHUWKLVSURYLVLRQLVQRWDSDUWRI1HYDGD¶V
Gaming Control Act, but any business with a gaming license may be subject to
its provision. Nevada rationalizes this since the Control Board has the power to
regulate the gaming industry as it sees fit.163
Gaming Boards and regulators who are more advanced in data protection
laws within the gambling industry may find it in their best interest to capitalize
on their expertise in gaming regulation and take the lead on creating a blanket
regulatory board that would help all gaming entities in compliance with the
GDPR. The models could range from federal responsibility which would provide
that the government take the lead in determining how and to what extent U.S.
entities should comply with the GDPR. This model may be easier when negotiating and discussing compliance with the EU as it may be hard for individual
states to do so.
Another option is member-state responsibility that would require states who
have allow gaming to come together and figure out a uniform way to comply
with the GDPR. This type of governance may be well-suited because states, such
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as Nevada and New Jersey, who have pioneered the gaming industry, may come
together with the best ideas for ensuring compliance and even a uniform way to
notify the EU of any breaches that should occur. Any collaborative model is the
safest and most efficient way to guarantee that the gaming industry complies with
the GDPR.
CONCLUSION
The GDPR provides a blanket regulation on personal data of consumers that
is used for the everyday functions of corporations. The requirements under the
EU, although stringent, provide a good standard for compliance that was not
there before. Gaming entities may not like compliance at the front end because
the cost to implement new requirements under the GDPR will be costly, but from
a fiscal and legal prospective it may be worthwhile. Fiscally the penalties for
noncompliance under the GDPR are very high, with potential to reach a million
United States dollars. Outside of the penalties financially, a breach could also
have legal implications²such as tort actions brought about by consumers who
have been harmed by a breach²to bring lawsuits that may cost a company a lot
in damages. Additionally, a breach of personal security may also cause reputational loss that can also be fiscally harmful to a company. Thus, non-compliance
can do more harm than good.
The more stringent requirements will require several changes in gaming enWLWLHV¶SULYDF\DQGVHFXULW\VWUXFWXUH:KLOH*'35FRPSOLQDFHPD\UHTXLUHDORW
of resources on the front end, increased consumer data protection will not only
be benefit the consumer but it will also benefit the entity to be able to properly
protect itself from all potential consequences of a breach.
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